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Problem

Key discovery

“How to find a key for mail address”
» Keyservers are decentralized; this is a Good Thing™.
but:

» Keyservers don't work — they can’t map an address to a key.

» Mail addresses are not under the user’ authority like their keys
are.

» Mail providers can map their addresses to a key.
thus:

» Mail providers should distribute the public keys.

= GnuPG.com



Problem

Verifiying keyservers

Verifying keyservers harm the PGP ecosystem:

» They need to be under a single authority.
> It is the return of the X.500 dilemma.

= GnuPG.com



Problem

Key validation

The Web-of-Trust is a geek’s instrument:

v

Hard to explain.

v

Travel required.

v

Global social graph.
It does not scale.

v

= GnuPG.com



Problem

Key validation

The Web-of-Trust is a geek’s instrument:
» Hard to explain.
> Travel required.
» Global social graph.
> It does not scale.
The Trust On First Use (TOFU) paradigm is better:
» Easy to explain. v/
» Local. v
> Keeps the PGP properties. v’

# GnuPG.com
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Solution

Web Key Directory

Straightforward Web based method:
A key for philipp.reis@gelnhausen.de would be made
accessible under an URL like:

https://gelnhausen.de/.well-known/openpgpkey/philipp.reis

For various practical reasons the URL is a bit more complicated as
explained on the next slide.

» TLS secured

» Web domain == Mail domain

= GnuPG.com



Solution

Design goals

v

Implementable using static web pages

o Can be prepared locally and uploaded to the webspace
e Low resource usage

v

Exact mail address must be known for lookup

v

Shared server for several mail domains possible

v

Simple mail based key upload system

o Allows mail clients to create a key and upload it.
o Challenge/Response or authenticated upload.

= GnuPG.com



Solution

Static web pages

» Mail addresses may include characters which are not allowed in
a file name (e.g. '/’ on Unix).

» Mail addresses may be longer than the maximum size of a file
name

What we do:

» We use a base-32 encoded hash of the UTF-8 representation
of the mail address.

philipp.reis -> z3167nq86rsd9mbm7k5z6swimpetrxwp
wk -> nq6t9teux7edsnwdksswydudo9ibes3f

= GnuPG.com



Solution

Use of one server for multiple domains

DNS SRV records would be the Right Thing™.

» Web browsers have no feature to resolve SRV records. Thus
we can't use it.

v

A fixed well known sub-domain is now used instead of SRV
records.

v

v

A fallback to the direct domain lookup is supported.

= GnuPG.com



Solution

Example URLs

This is the final canonical lookup URL:

https://openpgpkey.gelnhausen.de/
.well-known/openpgpkey/gelnhausen.de/
hu/z3167nq86rsd9mbm7kbz6swimpetrxwp?l=philipp.reis

The fallback to the non-subdomain format should be implemented
by clients:

https://gelnhausen.de/
.well-known/openpgpkey/
hu/z3167nq86rsd9mbm7kbz6swimpetrxwp?l=philipp.reis

= GnuPG.com
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Problem Solution Examples Availability

Key generation (1)

Testmail - Message (HTML)

WSS nset  Options  FormatText  Review  Developer  Help  OutlookSpy @ Tell me what you want to do

al i1 [l Attach File - |* Follow Up -
Y@ | g Attach Item - ! High Importance
Paste Address Check Secure
N [ i bt !
8 Security approval x

Clipboard oL

~ | Mokey found for the address ‘wksdemo @testkolab.intevation.de':

|Generate a new key pair

Encrypt to:
test1@testkolab.intevation.de

‘ HTesmser 1 <test1@testkolab.intevation.de> (not certified, created: 12.01.2017)

wksdemo@testkolab.intevation.de

‘Gene(ate anew key pair
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Key generation (2)

Testmail - Message (HTML)

[UESST Inset  Options  Format T Review Developer  Help  OutlookSpy Q' Tell me what you want to do
[l Attach File - |> Follow Up - )
U7 Attach ltem ~ ! High Importance
Paste Address Check Secure
- [ = L1 3
B security approval X B

Clipboard
No key found for the address 'wksdemo @testkolab.intevation. de':

Generate a new key par <[ [%]

8 Key generation *
Encrypt to: Generating key for ‘wksdemo @testiolab. intevation. de'...
test1@testkolab.intevation.de This can take several minutes.
[ Testuser 1 <testi@test] ~ E
whsdemo Btestholab.intevation bl
| Generate 2 new key pair & pinentry-qt - X

Bitte geben Sie die Passphrase ein,
um IThren Schiiissel zu schiitzen.

W s

Qualitat:

Coc ]

anl‘Jr’u.Lom
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Key enrollment (1)

Posteingang - wksdemo@testkolab.intevation.de - Outlook

Folder ~ View  Developer Help  OutlookSpy @ Tell mewhat you wantto do

=1 Iy L
= &= ARREITIREE =T 7
[k X 7 L )
New  New Quick Move | Tags Find | Speech | Send/Receive
Email ftems~ | €8~ rm— - - - - All Folders
New Delete Respond Quick Steps Send/Receive | GpgOL =~
’ Al Unread Search Current Mailbox £ | Current Mailbox -
g ' O1[E @ [FrROM SUBJECT RECEVED ¥ [sizE  |¥
2 We didn't find anything to show here,
s
]
=
GpgOL: Pubkey directory available!
M A Pubkey diractory is available for the address:
= whsdemo@testkolab.intevation.de

Register your Pubkey in that directory to make
it easy for others to send you encrypted mail.

It's secure and free!

F13
Register automatically?
12

anﬁP@mgm Sending message 1 of 1 MMM Connected | []  EI - +
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Key enrollment (2)

Posteingang - wksdemo@testkolab.intevation.de - Outlook

Folder  View  Developer  Help  OutlookSpy

=1 2 > el ) =

=1 &= 2 A = | @
New  New Quick Move | Tags | Find | Speech = Send/Receive
Email ltems~ | ST Steps~ = = = 2 All Folders

New Delete Respond Quick Steps Send/Receive | GpgOL il A
’ All Unread Search Current Mailbox £ | current Mailbox -
£ !5 |p [FrROM SUBJECT RECEVED ¥ [SIZE  |¥
£ We didn't find anything to show here.
T
S
&

GpgOL: Registration request sent! X

M Youmight receive a confirmation challenge from
your provider to finish the registration.

5
#

anlim"P‘Pﬁn Sending message 1 of | MMM Connected | [[] B - +
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Key enrollment (3)

Posteingang - wksdemo@testkolab.intevation.de - Outlook

EECVEDSN roider  View  Developer  Help  OutlookSpy @ Tell me what you want to do

2 Update Folder F [} Mark to Download ~

“E Send All e [ Unmark to Download ~
Send/Receive Show Cancel ~ Download Work
All Folders [ Send/Receive Groups = | progress Al Headers - Process Marked Headers = | gffline

Send & Recelive Download Server Preferences ~
' All Unread Search Current Mailbox £ | current Mailbox +
< DIR[0 [FROM SUBJECT RECEVED ¥ |sizEé  |¥
=
B |4l nat=oay
B ] key-submission... Confirm your key publication Mi 03.04.2019 10:04 4 KB
H This message has been send to confirm your request to publish your key. If you did not request a key publication, P
£

GpgOL: Pubkey directory confirmation
2 Reply B2 Reply All € Forward Confirm registration?

key-submission@testkolab.intg on.de 10:04

Confirm your key publicatior

Hein >
-
a8
12 This is a confirmation request to publish your Pubkey in the directory for your domain.
e If you did not request to publish your Pubkey in your providers directory, simply ignore this message. -

7 GnuPGeeom conneces NN B - 0 + s
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Key enrollment (4)

Posteingang - wksdemo@testkalab.intevation.de - Outlook

Folder  View Developer Help  OutlookSpy @ Tell mewhat you want to do

= ~ Update Folder [} Mark to Download - )
d 1 Send All [ Unmark to Download ~ =0
Send/Receive Show Cancel | Download Work
All Folders | Send/Receive Groups = | progress Al Headers - Process Marked Headers = | offfine
Send & Receive Download Server Preferences ~
& All Unread Search Current Mailbox £ | current Mailbox -
= 0OE[g [FrROM SUBJECT RECEVED ¥ [sizE  |%
2
g 4 Date: Today
T R key-submission... Confirm your key publication Mi 03.04.2019 10:04 4 KB
z This message has been send to confirm your request to publish your key. If you did not request a key publication, I>
&

EiReply E2Reply All £ Forward GpgOL: Request confirmed! X
h key-submission@testkolab.inte 10:04
Confirm your key publication a Vour Pubkey tan soon be retrieved from your domain. v

at
5] This is a confirmation request to publish your Pubkey in the directory for your domain.

If you did not request to publish your Pubkey in your providers directory, simply ignore this message. -

= GniiPGeeom Connected M @ - i ‘10
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Untitled - Message (HTML) = O
FormatTet  Review  Developer  Help  OutlookSpy @ Tell me what you want to do
ol — = A 3! a2 Attach File ~ > Follow Up
™ PR = T & [l Attach File |* Follow Up
U Attachltem~ ! High Importance

Paste B I uUul|lA Address Check Secure

< - Book Names | L Signature = 4 Low Importance <
Clipboard Basic Text Names Include Tags | GpgoL -

wksdemo@testkolab.intevation.de

gcnuf........
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Send mail (2)

Untitled - Message (HTM [l (]

Options  FormatText  Review  Developer  Help  OutlookSpy Q@ Tell me what you want to do

oOa ; [Ij Attach File~ |> Follow Up ~
O Y@ | 05 pstachitem- | 1 High Impertance
Paste B I U|A Address Check Secure
< Book Names | L Signature = 4 Low Importance <
Clipboard Basic Text Names Include Tags | GpgoL -
From¥ | wksdemo@testkolab intevation.de
=1 To.. |t=sd
send | T ee Test2 x
e Test 1 [y
Subject test5@testkolab.intevation.de

testusers

EGnuE-------- —




gcnuf........
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Send mail (3)

Hello - Message (HTML)

3

Availability

O
Insert  Options  FormatText  Review  Developer  Help  OutlookSpy @ Tell me what you want to do
o L. 31 e° o > o
D Cator @ <11 m I T & [lj Attach File |» Follow Up
U Attachltem~ ! High Importance
Past: 1 Address Check Sec
aste P ress Chec ure
e | B IU AR Book Names | L Signature = & Low Importance o
Clipboard Basic Text B Names Include Tags 5lGpgoL &

wksdemo@testkolab.intevation.de

Subject

Hello

Te s‘
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Receive mail (1)

Sent ltems - wksdemo@testkolab.intevation.de - Outlook

Send/Receive  Folder  View  Developer  Help  OutlookSpy @ Tell mewhat you want to do

o | = X ™= QReply Y H el A = [
S | GaReplyAll =1 —
New  New Delete Archive = - Quick Mave Tags Find Speech | Send/Receive
Email ltems~ | €5~ 4 Forward Steps v v o v All Folders
Mew Delete Respond Quick Steps Send/Receive | GpgOL & &
4 Favorites <
Search Sent Items P | current Folder -
Posteingang
Sent Items All  Unread By Date ~  Mewest
> test3@testkolab.intevatio... [~] %Y
Test 1 va
Hello 10:20
I testuserc@example.com
4 wksdemo@testkolab.inte...
Posteingang L
Drafts [2]
Sent Items
Deleted Items 11
Junk Email
Postausgang
Search Folders
= = B e
Connected | [[] EI - +

EGFHP(} com
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Receive mail (1)

Sent ltems - wksdemo@testkolab.intevation.de - Outlook

Send/Receive  Folder  View  Developer  Help  OutlookSpy @ Tell mewhat you want to do

o T XE | ow ol [[F]][2]][=]| & |
&F | x GaReplyAll =1
New New Delete Archive T - Quick Move | Tags = Find | Speech  Send/Receive = Security
Email ltems~ | €5~ 4 Forward Steps v v o v All Folders Level 4
Mew Delete Respond Quick Steps Send/Receive | GpgOL =~
4 Favorites N
Search Sent Items P | current Folder -
Posteingang
Sent Items All  Unread By Date ~  Mewest
> test3@testkolab.intevati... D
Test 1 va
Hello 10:20

I testuserc@example.com

4 wksdemo@testkolab.int...
€ CReply E2Reply All 5} Forward

Posteingang . i
wksdemo@testkolab.intevation.de Test 1 10:20
Drafts [2] ‘”_. Hell
ello
Sent Items

| Gpgou Enaopteamessage ],

Deleted Items 11
Junk Email
Postausgang [rest

Search Folders

Connected | [[] EI - 1 + 100%

g GnuBG.com
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Availability

Client Support

» GnuPG (Unix, Windows) uses WKD by default sinse summer
2017. It also comes with helper tools for easy key enroliment.

» Kmail has full support

» GpgOL (OpenPGP and S/MIME Outlook plugin) has full
support

» Enigmail has full support.
» OpenPGP.js has lookup support
» OpenKeychain (Java) has lookup support.

= GnuPG.com



Availability

Some providers

» Posteo
» Protonmail

» Several smaller organizations (e.g. kernel.org)

= GnuPG.com



Availability

Pitfalls

» Wildcard sub-domains require special treatment for the
openpgpkey sub-domain.

» CORS header needs to be set on the server so that Javascript
can download the key.

» At least an empty policy file needs to be available so that
clients can detect support for the Web Key Directory.

» Redirect works but is subject to CSRF mitigation

= GnuPG.com



Availability

Conclusion
A Web Key Directory is
. easy to use
. easy to provide
. easy to maintain
. solves the Ul problem of finding a key.

vV vyYyyswy

# GnuPG.com


https://wiki.gnupg.org/WKD

Availability

Conclusion
A Web Key Directory is
. easy to use
. easy to provide
. easy to maintain
. solves the Ul problem of finding a key.

vV vyYyyswy

https://wiki.gnupg.org/WKD

Thanks for your attention

# GnuPG.com
Slides are (© 2019 glOCOde GmbH, CC BY-SA 4.0.
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